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COURSE AIM

The Information Security Management Systems or ISMS, standard specifies the requirements for establishing, implementing,
maintaining and continually improving an information security management system within the context of the organisation. It also
includes requirements for the assessment and treatment of information security risks tailored to the needs of the organisation

Internal audit is one of the management tools required to examine and report the adequacy, suitability and effectiveness of the
ISO /IEC 27001: 2013 Information Security Management System within the organization. It is also a requirement of the ISO /
IEC 27001: 2013 standard.

For an effective Information Security Management, it is necessary to audit the organization systematically and transparently.
ISO /IEC 27001: 2013 internal auditor training aims to provide participants with the following competencies;

To be able to examine the Information Security Management System of its organization and/or its supplier,

To be able to look as an auditor while doing his own work

Gaining the competence to improve the Information Security Management System

WHO SHOULD ATTEND

= Personnel who know the ISO / IEC 27001: 2013 standard,

= Managers who organize the audit processes,

= Persons given the responsibility to inspect an Information Security Management System,
= Existing auditors who wish to update their knowledge.

COURSE CONTENT
= Requirements of ISO / IEC 27001: 2013 Standard, Development and Maintenance
» Information Security Risk Management, = Information Security Incident Management, Business
» Information Security Policy, Continuity Management,
= ISMS procedures, = Examination training,
= ISMS documentation structure, »  Audit planning,
= QOrganizational Security, Asset Management, Human = Preparing an examination question list,
Resources Security, = Audit application principles,
» Physical and Environmental Security, Communication, = Audit reporting and follow-up,
Network and System security, = Auditor examination and evaluation,

= Access Security, Information Systems Purchasing,

IMPORTANT NOTES

NOTE 1: Participants should have knowledge of Information Security Management or ISO / IEC 27001: 2013 before attending
this training.
NOTE 2: In order to get a certificate of achievement in this training, the exam passing grade is 70 points, and the Attendance
Certificate will be given to those who cannot get a valid grade.
NOTE 3: In order to take the exam, attendance at least 70% is required.
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