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COURSE AIM

With the increasing threats of internal and external information security, organizations are increasingly recognizing the
importance of applying their best controls to protect their information assets. By implementing and maintaining appropriate
controls, organizations become less sensitive to information security breaches and financial and reputational damage they
cause.

ISO/IEC 27002: 2013 is an international standard that provides guidelines for best Information Security management practices.
These management practices will help your organizations to have confidence in their inter-organizational activities and
implement a suitable set of control practices, including policies, processes, organizational structures, and software and
hardware functions.

WHO SOULD ATTEND

Management System Auditors, Consultants and Trainers,

Information Technology employees,

Parties responsible for operating the ISO/IEC 27001: 2013 Information Security Management System standard to an
organization,

Pgrsonnel responsible for the implementation and management of the ISO/IEC 27001: 2013 information security
management system,

Information security consultants,

Employees in IT departments,

Employees in the field of computer technologies, management information systems, software systems and software
development technologies.

COURSE CONTENT

Implementation of Information Security controls by adhering to the ISO / IEC 27002: 2013 framework and principles,
The relationship between the elements of Information Security controls such as responsibility, strategy, acquisition,
performance, compliance and human behaviour,

Gaining the necessary skills to support an organization in the implementation and management of Information Security
audits based on ISO / IEC 27002: 2013,

Performing periodic risk assessment in an organization,

Developing the ability of organizations to help them improve their Information Security stance,

Ability to design and implement cost optimization strategies

IMPORTANT NOTES

NOTE 1: We recommend that you have a basic understanding of information security principles and terminology. We also
recommend that you be aware of the information risks faced by their organization.

NOTE 2: In order to obtain a training participation certificate, 70% attendance is required.
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